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Distributed Ledger Technologies
“Distributed Ledger Technology is 'a consensus of replicated, shared, and
synchronized digital data geographically spread across multiple sites,
countries, or institutions'...essentially an asset database that can be
shared across a network of multiple sites, geographies or institutions.”
➔

Matthew Hancock, UK Government Chief Scientific Adviser

Distributed Ledger Technology is a combination of existing technologies & schools of
thought at the crossroads of:
●
●
●
●
●

Computer Networking & Data Transmission
Game Theory
Cryptography
Mechanism Design
Economic & Monetary Theory

The core Features of DLTs include:
●

Append-Only Sequential Data Structure

●
●
●
●

Cryptographically Secured
Distributed
Cannot be Easily Altered Retroactively
‘Trust Machine’

There are multiple different forms of Distributed Ledger Technologies, such as:
●
●
●
●

Blockchains
Alternative Directed Acyclic Graphs
Hash Graphs
Distributed Hash Tables

DLT is a form of record keeping, secured by cryptography, and maintained by a
network of computers.
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Blockchain
A blockchain is a specific type of Distributed Ledger Technology. By definition, it is
a distributed database of transactions whose complete history can be accessed
and maintained by each member of the network. Features Include:
●

Append-Only Sequential Data Structure

●

Cryptographically Secured

●

Distributed

●

Cannot be Easily Altered Retroactively

●

Blocks of Transactions

Due to these unique features, it can be said that a blockchain is a form of record keeping,
secured by cryptography, and maintained by a network of computers. Essentially, a
blockchain is a way of structuring data by forming and linking blocks of cryptographically
signed and time-stamped transaction data.
●

Each block typically contains a cryptographic hash of the previous
block, a timestamp, and transaction data which is inherently resistant to modification
of the data.

●

Some utilize ‘Smart Contracts’, which refers to transactional terms and conditions
embedded in computer code which allow automatic execution of the relevant
transaction once precise conformity with those terms and conditions has been
established.

●

‘Mining’ a cryptocurrency means doing complex mathematical calculations to verify
each transaction on the ledger. By doing so, the miner gets a financial reward in the
form of the cryptocurrency in question, and in the amount agreed upon by the
consensus protocol.

Since the technologies inception in 2008, blockchain has evolved in many directions. There
are four main categories that blockchains can be split into. Open (Public), Closed (Private),
Permissionless, and Permissioned. Each one of these categories describes the level of
‘trust’ required by parties involved in transactions.
As an example, Bitcoin is a ‘permissionless’ blockchain, meaning that anyone can read the
data and become part of the network, or act as a transaction validator. Permissionless
blockchains like Bitcoin represent the most decentralised form of blockchains, but
blockchains can also be useful for a more limited set of actors. ‘Permissioned’ blockchains
restrict access in some way, for instance only to a certain set of registered participants or
validators. A prime example of this is the Energy Web Foundations Tobalaba network.
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Directed Acyclic Graphs
Directed Acyclic Graphs (DAGs) are a complex data architecture that are a completely
different data structure from Blockchains, where transactions are not sequentially ordered,
per say, but transactions do flow in same direction. In DAGs, transactions are linked to
multiple previous transactions, and in order for a new transaction to be verified, the
individual trying to submit a transaction must verify a number of previous transactions.
DAGs usually employ the heaviest‐chain consensus mechanism, confirming a new deal
through transaction weight and partial consensus among nodes, which binds proof of work
with each deal efficiently. In theory, this form of consensus not only solves the current
problem of centralization of Bitcoin’s mining but also greatly improves the whole distributed
networks throughput capacity, thereby lowering, or eliminating, the transaction costs.
With the rapid growth of IoT (Internet of Things), the demand for micropayments is expected
to increase exponentially. Blockchain consensus mechanisms and smart contract
architectures currently cannot scale to a level that is required for consumer grade IoT
applications to function efficiently.
Directed Acyclic Graphs provide solutions to these problems in the following ways:
●

Instant Confirmation: DAG technology allows a transaction to get confirmation from
peers almost instantaneously because the system doesn’t rely on miners to verify
transactions.

●

Transaction Finality: DAG systems theoretically allow definite transaction
completion alerts. This is unlike Bitcoin where the number of confirmations can be
used to calculate only the probability that the transaction completed.

●

Lower Energy Burden: DAGs theoretically require significantly less energy to keep
their networks working and secure than proof of work cryptocurrencies.

Many DAGs utilize a structure that employs little or no transaction fees, however, they are
susceptible to multiple points of failure due to lower threshold to gain outstanding share of
network power (33%).
Although widely scrutinized, and ripe with problems, there is great hope that DAGs will
become the basic data structure for the next generation of blockchains.
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Smart Contracts
Smart Contracts are a set of computer protocols intended to digitally facilitate, verify, or
enforce the negotiation or performance of a contract. Smart contracts allow the performance
of credible transactions without third parties. The aim of smart contracts is to provide
security that is superior to traditional contract law and to reduce other transaction costs
associated with contracting.
Smart contracts help you exchange money, property, shares, or anything of value in a
transparent, conflict-free way while avoiding the services of a middleman. Smart contracts
work on the If-Then premise, and afford the user a number of benefits, including:
●

Autonomy: You’re the one making the agreement; there’s no need to rely on a
broker, lawyer or other intermediaries to confirm. Incidentally, this also knocks out the
danger of manipulation by a third party, since execution is managed automatically by
the network, rather than by one or more, possibly biased, individuals who may err.

●

Trust: Your documents are encrypted on a shared ledger. There’s no way that
someone can say they lost it.

●

Backup: Imagine if your bank lost your savings account. On the blockchain, each and
every one of your friends has your back. Your documents are duplicated many times
over.

●

Safety: Cryptography, the encryption of websites, keeps documents safe. This limits
hacking, as it would take a significant amount of time & resources to infiltrate.

●

Speed: Smart contracts use software code to automate tasks, thereby time on a
range of business processes that you’d ordinarily have to perform manually.

●

Savings: Smart contracts disintermediate processes, save you money in the process.

●

Accuracy: Automated contracts are not only faster and cheaper but also avoid the
errors that may arise from manually filling out forms.

“The potential for [smart contracts] to alter aspects of society is of significant magnitude.
This is something that would provide a technical basis for all sorts of social changes, and I
find that exciting.”
- Ethereum CTO, Gavin Wood
Although many DLT platforms claim to have smart contract functionality, the Ethereum
ecosystem is the obvious leader in the space, as can be seen from their ever-expanding
Ethereum Improvement Proposal ERC repository. With more than 100 Improvement
Proposals and Token Standards, Ethereum has the most robust smart contract standards
library.
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new Ethereum
token protocol
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subscription-bas
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Zero-Knowledge Proofs
Zero-knowledge proofs are a method by which one party (the prover) can prove to another
party (the verifier) that she knows a value x, without conveying any information apart from
the fact that she knows the value x.
ZK Proofs let you validate the truth of something without revealing how you know that truth.
To qualify as zero-knowledge,protocols embedded programmatically in digital systems must
satisfy three requirements:
1.
2.
3.

Completeness: If the statement is true, an honest verifier will be convinced by an
honest prover.
Soundness: If the statement is false, no cheating prover can convince an honest
verifier that it is true.
Zero-knowledge: If the statement is true, no cheating verifier learns anything other
than the fact that the statement is true.

For Ethereum specifically, the issues of data privacy and confidentiality were addressed in
its Byzantium upgrade via the zero-knowledge protocol in zkSnarks. As explained by
Ethereum’s Christian Reitwiessner: SNARKs are short for succinct non-interactive
arguments of knowledge …The individual parts of the acronym have the following meaning:
1.

Succinct: The sizes of the messages are very small in comparison to the length of
the actual computation.

2.

Non-interactive: There is no or only little interaction. For zkSNARKs, there is usually
a setup phase and after that a single message from the prover to the verifier.
Additionally, SNARKs often have the so-called “public verifier” property, meaning
anyone can verify without interacting anew, which is important for blockchains.

3.

ARguments: The verifier is only protected against computationally limited provers.
Provers with enough computational power can create arguments about wrong
statements (note that with enough computational power, any public-key encryption
can be broken). This is also called “computational soundness” as opposed to “perfect
soundness.”

4.

of Knowledge: It is not possible for the prover to construct a proof/argument without
knowing a certain so-called witness (for example the address she wants to spend
from, the preimage of a hash function, or the path to a certain node).

In essence, Zk Proofs allow parties to exchange information while provably revealing no
information beyond the single bit of information corresponding to ‘this statement is true’. The
identity and amount being spent can remain hidden, and problems such as “front-running”
can be avoided. ZK protocols provide the ability to transfer assets across a distributed,
peer-to-peer blockchain network with secrecy.

Complementary Technologies
“Ultimately it will be the combination of artificial intelligence, IoT and
blockchain that will prove most interesting across industries and in myriad
possible IoT applications”
➔

Dan Bieler, Forrester Research

IoT & Remote Sensors:
It is widely accepted that distributed systems must play a role in how devices
communicate directly between each other. A distributed ledger, and more specifically
blockchain architectures, are designed to act as the basis for applications that involve
transactions and interactions.
Distributed Ledgers can act as the foundational data layer on which device audit trails
are created, not just to record how the devices interact, but also potentially in which
state they are and how they are ‘handled’ throughout a connected value-chain.
The inherent features of transparency and immutability, coupled with the enhanced
feature of automating complex business logic through the utilization of smart
contracts, provides the proper ingredients to improve compliance and cost-efficiency
of IoT devices.
“Blockchain technology promises to be the missing link enabling peer-to-peer contractual
behavior without any third party to “certify” the IoT transaction. It answers the challenge of
scalability, single point of failure, time stamping, record, privacy, trust and reliability in a very
consistent way.”
➔

Nicolas Windpassinger, Digitize or Die

Machine Learning & Artificial Intelligence:
Artificial Intelligence and blockchain are the two major technologies that are
catalyzing the pace of innovation and upending traditional business models in every
industry.
Utilizing machine learning techniques, for unearthing indiscernible data trends, in
combination with blockchain-based marketplaces, for ensuring data veracity &
privacy, can create a "maximally longitudinal" view of an individual's online
presence & preferences, and the multi-sided marketplace network effects from
users, data providers, and data scientists can create self-reinforcing incentization
systems.
“Machine learning models trained on data from blockchain-based marketplaces have the
potential to create the world’s most powerful artificial intelligences.”
➔

Fred Ehrsam, Co-founder Coinbase
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